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1 Purpose of This Document

The purpose of this document is to describe how to use NeoSyslog Collector application.
It will be explained how to prepare, configure, parameterize, visualize and exploit the
software.

2 General Description

The NeoSyslog Collector collects Syslog messages based on the specification RFC3164. It
is a Syslog server (or collector) and can receive data from many clients. It is possible to
receive data on UDP and/or TCP ports.

The purpose of the application is to provide an intuitive interface to clearly expose the
received Syslog messages and efficiently process them.

Two licences are available on NeoSyslog Collector: the free one and the paid one. The
differences between the two licences are highlighted in the following table.

Features Free | Paid
Live monitoring

Access to the configurations
Last value monitoring
Database recording
Database reading

Database searching

Export data files

Import data files

Print data

XXX |X XXX

With the paid licence, all the data is recorded in an internal database. This provides the
ability to do post analysis by querying the database from Post-mortem interface.

Those features will be detailed below.

2.1 Supported operating system

NeoSyslog Collector is a software program intended to be used on Windows platforms
only (Windows 7 and above).

However, it can receive Syslog messages from any targets running any OS as long as the
messages are compliant to RFC3164 format.

2.2 Firewall and network rules
NeoSyslog Collector listen on UDP (default: 514) and TCP (default: 601) ports.

Therefore, according to you IT security rules, these ports or the entire application may be
added as exceptions into your firewall settings.

If Syslog clients are pushing messages to the server but nothing appears in the live view,
ensure that the firewall settings are correct.
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3 Features

3.1 Live Module

This is the main module of the application. In this interface, the user will be able to see
all the messages sent by the Syslog client(s) in real time (live).

HMI Live

| HMI Post Mortem

Pause Live Table || Clear Tables

Live Syslog Table

ClientIP

Hostname Date Severity Code Facility Code Message Tag Message Content

Last Value Table

ClientIP

Hostname Date Severity Code Facility Code Message Tag Message Content

3.1.1 Live SysLog Table
This table contains all messages received by the collector in real time. Those messages

are parse and shown by column to help the user see the information.

Here is a description of each column:

Client IP: IP address of the client sending the message
Hostname: Hostname of the client sending the message
Date: Date of the message in this format: Year Month Day HH:MM:SS. It is also
possible to include milliseconds depending of the Syslog client library used.
Severity Code: Severity of the message sent. Per the Syslog standard, when
sending the message, the client can specify the message’s severity and NeoSyslog

Collector will parse that information to display it appropriately.

Facility Code: The facility code specifies the program that is sending the

messa

ge.

Message Tag: Represents the tag of the message. It can be anything and is
defined by the client sending the Syslog message. For example, if the user wants
to send a message during the initialization, the tag could be name “Init”.
Message Content: Represents the content of the Syslog message. It can be
anything the user wants it to be but needs to be within a message size of
less than 5 000 bytes (client’s IP address and hostname included).
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3.1.2 Pause Live Table button
Pause Live Table

With this button, the user can pause the live table update while still receiving messages
that will be later displayed after the button is click again.

3.1.3 Clear Tables button
Clear Tables

With this button, the user can clear the table’s data. The data showed in the “Last Value
Table” will also be deleted. It you have the paid licence; all the data remains saved in the
internal database.

3.14 Last Value Table (paid license only)

This table contains the last message received that has the same IP, Host Name, Severity,
Facility and Tag. Every unique message will appear in this table, but only the last one will
be shown. That way, the user is able to clearly see the most recent messages of a client
without having to monitor the Live Syslog table. It is also possible to right click on the
row to show a sub-menu that lets a user choose to display the data in a graph or a row.

Last Value Table
ClientIP Hostname Date Severity Code Facility Code Message Tag Message Content -

(127001 [WIN-169BSOPSKK || 2000032917:5633000 [emor  Juser  [SmData | Display Row
127001 WIN-169B9OPSKK | 2000032017:5633000 | debug  user  SyslogDevicelnit Initlogfrom W o

A zoom on the right-click sub-menu is shown here:

Walue ower lipi+ 0000400

Display Row
_ Graph Values
3.1.4.1 Display Row

Selecting “Display Row” will open a nhew window where the user will be able to see the
whole message in a separate window to make it easier to see the message content.

& Row to Display E@ﬁ

IP Client | 127.0.0.1

Time | WIN-J169B30P5KK
Severity Code | 2020 03 29 17:56:33.000 I
Hostname | debug
Facility Code | USer
Message Tag | 2¥slog_Device_Init

Init log from WIN- -
J169B90P5KK. localdomain

Message Content
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3.1.4.2 Graph Values

Selecting “Graph Values” will open a new window with a graph that shows the data and
will update the graph as new messages are received. Note that the Collector must be
running!

It is possible to change the settings of the graph by clicking on the signal legend.

4 Plot Visible

Common Plots  »

Color »
Line Style [ 2
Line Width »
Anti-Aliased

Bar Plots »
Fill Base Line »
Interpolation [ 2
Point Style »
X Scale »
¥ Scale »
Export »

Also, the number of points to graph can be set directly from the interface as shown on
this next image.

B 127.0.0.1-error-DESKTOP-LTFEDP4- user-SimData - x
poleyl MNumber
) 127.0.0.1-error-DESKTOP-LTFEDP4-user-SimData I'. of points

- / /'
: / /
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Time

Value graphed is extracted from the message. The first “numeric chain” found in the
message is extracted and plotted. It allows publishing a message like "measure voltage:
12.02154V” and the collector will analyze the message and extract the "12.02154" value
and plot it.

Note: if the message contains several numeric data, it will only plot the first one.

For example, if the message is "measure values: 12.02154V; 2.014A", only "12.02154"
will be graphed.

User Manual: NeoSyslog Collector = © 2020 Neosoft Technologies Inc. Page 8/11




NSC User Manual : NeoSyslog Collector ‘NF'C’SU”’

Technologies nc

3.2 Post Mortem Module (paid license only)

The interface displays the messages saved in the database. That way, it’s possible for the
user to search all received messages and filter them.

[ HmrLive | HMrPost Mortem

HMI Post Mortem
Client P Hostname Date Severity Code Facility Code Message Tag Message Content

Client IP Hostname Time Stamp From Severity Code Facility Code Message Tag ‘

=] [=]| {oo:00:00.000 Pt | [ -

4 Query ‘ | Reset Filter ‘
= MMDDAYYYY

4

d

Export Syslog Table | |Import .csv or slog

00:00:00.000 PM | (] ‘ Print ‘
MM/DD/YYYY

At the bottom of the interface, the user can specify different parameters to refine the
query and display the resulting data only.

You can query the data by:
- Client IP
- Hostname
- Time Stamp
- Severity Code
- Facility Code
- Message Tag

To reset the filter, press the “Reset Filters” button.

If the recording of a message was is unwanted, it's possible to remove it from the
database by pressing on the “Delete” button. It’s also possible to delete multiple rows at
the same time by selecting them before pressing on “Delete”

By pressing the “Export Syslog Table” button, it's possible to save the current table into a
CSV or Datalog (slog) file. CSV files can be opened in software like Excel to perform
other analysis. The Datalog (.slog) files save the data in less space than a CSV, but it is
only readable by NeoSyslog Collector. This enables to free the internal database after
doing the data export.
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1 s s

Which format do you want to use to save these syslog message

| Csv | [Datalogl [ Cancel l

You can import data into the “post mortem table” by pressing on the “Import .csv or
.slog” button. You will then be able to analyse the data. Note: The data imported that
way won't be inserted and saved in the database.

3.3 Menu Bar

This section covers the different options accessible in the menu bar.

@ MeoSysleg Collector
File Preferences Help

3.3.1 File

It's possible to exit the software by selecting File -> Exit

@ MNeoSyslog Collector

m Preferences  Help
Exit
3.3.2 Preferences

The setup screen is accessible through the Preferences menu.

@ MNeoSyslog Collector

Setup

In the setup screen, the user is able to configure the HMI and the connexion parameters
of the NeoSyslog Collector software.

Settings
Colors Live Table Connexion
Color by severity | Max number of entries Port UDP to listen (514)
he will be updated
Emergency 100 514 tsﬂ:j:re\st;t ot
Alert Part TCP to listen (501)
Post-Mortem Table 601
Critical Max number of entries
Errar 10
Warning
Motice
Info
Debug
Apply Save Cancel
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It is possible to change the color for all severity code. It helps the user to better
distinguish the messages received by severity.

It is also possible to change the number of messages retained into the “Live table”.
Rising the number of elements into the Live Table requires more memory and CPU. This
number as to be set according to your usage and PC performance.

The same option is available for the “"Post-Mortem Table”. It's possible to limit the
number of messages shown in the table.

To update the number of points in the table, the user must press on “Query” after
changes have been applied in the setting page.

The last parameters that can be change are about the TCP and UDP ports to monitor for
incoming messages. This provides more flexibility if another application is already
utilizing the default ports. The change is applied only when saved and after restarting the
program.

Note: Applying a setting makes it live in the current run of the collector. But it
will not persist if the software program is restarted. To make the settings
permanent they must be saved.

3.3.3 Help

This menu is used to show information about NeoSyslog Collector and support contacts.
It also provides a link to display this user manual.

@ MeoSyslog Collector

File Preferences m

About
User Manual

About
== -
Contacts
Québec Montréal
1001 Route de L'eglise 4830 Rue la Rouen
Office 405 Montréal, Québec
Quebec City, Québec H1V 3T4
G1V3Vv7 Canada
Canada
Tel.: +1418948-8324 Tel.: +1 514 433-2513
Fax: +1418 948-8325 Fax: +1418 948-8325
E-mail:  info@neosoft.ca Web:  https://www.neosoft.ca

C=>
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